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UNITED STATES DISTRICT COURT

for the

Western District of Texas

Scott Boyd, on behalf of himself and alt others
similarly situated,

FPlamtifi(s)

V. Civil Action No. 1:22-CV-00825-LY

Public Employees Credit Union
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Defendant(s)
SUMMONS IN A CIVIL ACTION

To: Defendant’s name and acddress) Public Employees Credit Union
306 East 10th St.
Austin, TX 78701

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it} — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ,
P. 12 {a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintift or plaintiff’s attorney,

whose name and address are:  Joe Kendall
Kendall Law Group PLLC
3811 Turtle Creek Blvd., Suite 1450
Dallas, TX 75219

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint,
You also must file your answer or motion with the cout,

Philip J. Devlin
CLERK OF COURT

Date: 08/15/2022 /ﬁﬂ k}u AT :Q"“ }qf AJ E?j}

Sagnanue of Clerk or Deptm Clerk
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ON o _J b
BY: . PCIZD/ L




Case 1:22-cv-00825-LY Document 3 Filed 08/15/22 Page 2 of 2
i
A 440 (Rev. 06/12) Summons in a Civil Action (Page 2)

Civil Action No, 1:22-CV-00825

PRCOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (reme of individual and tisle, if any)

was received by me on (date)

A I personally served the summons on the individual at (place)

on {date) . ; or

O I left the summons at the individual’s residence or usual place of abode with fame)

, & person of suitable age and discretion wha resides there,

on (dute) ' -, and mailed a copy to the individual’s last known address; or

[T 1 served the summons on (rame of individual) , who is

designated by law to accept service of process on behalf of (rame of organization)

on (dafe) ; or
(3 I returned the summons unexecuted because s or
CF Other specify):
My feesare § ... ... for travel and § for services, for a total of § 0.00

I declare under penalty of perjury that this information is true.

Date:

Server's signatire

Printed name and title

Server's address

Additional information regarding attempted service, efc:
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UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS
AUSTIN DIVISION

Scott Boyd, on behalf of himself and all others
similarly situated,

Plaintiff, Case No. 1:22-cv-00825

V.

Public Employees Credit Union,

JURY TRIAL DEMANDED

Defendant.

CLLASS ACTION COMPLAINT

Plaintiff Scott Boyd (“Plaintiff”), on behalf of himself and all others similarly
situated, alleges the following Class Action Complaint (the “Action”) against the above-
captioned Defendant, Public. Employees Credit Union (hereinafter “PECU” or
“Defendant™), upon personal knowledge as to himself and his own actions, and upon
information and belief, including the investigation of counsel as follows: |

L NATURE OF THE ACTION

I Plaintiff brings this Action against Defendant for its failure to properly secure
and safeguard personally identifiable information of consumers that Defendant stored on
its network systems, including, without limitation, names, addresses, email addresses,

telephone numbers, dates of birth, Social Security numbers, and financial information (e.g.
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account numbers, credit or debit card numbers) (collectively, “personally identifiable
information” or “PII”).

2. PECU is an Austin, Texas based credit union offering consumers home and
auto loans, insurance coverage, charge cards, checking and savings accounts, and other
banking and financial services. As a requirement to access those services consumers entrust
Defendant with an extensive amount of their sensitive and confidential PII.

3. On or about April 26, 2022, PECU discovered unauthorized activity on its
computer network and determined that on April 24, 2022, an unknown actor accessed and
obtained the PII of consumers that PECU collected and maintained as part of its regular
business activities (the 7“Data Breach”).

4. . By obtaming, collecting, using, and deriving a benefit from Plaintiff’s and
Class Members’ PII, Defendant assumed legal and equitable duties to those individuals, |
including the duty to safeguard their PII and timely notify them of unauthorized access to
their PIL

| 5. Defendant’s internal systems contain dei:aileci and highly sensitive PII.
Defendant admits that the Data Breach involved unauthorized access and activity on their
.. internal systems and that names, or other personal identifiers in combination with Social
Security numbers were affected.

6. Time is of the essence when highly sensitive PII is subject to unauthorized
access and/or acquisition and it took more than two months for PECU to notify Plaintiff
and Class Members of the Data Breach. The compromised PII of Plaintiff and Class

Members can and likely has been sold on the dark web. Hackers access and then offer for
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sale the unencrypted, unredacted PII to criminals. Plaintiff and Class Members now face a
lifetime risk of identity theft, which is heightened here by unauthorized access, disclosure,
and/or activity by cybercriminals on computer systems containing particularly sensitive
information like Social Security numbers.

7. The Data Breach occurred due to Defendant’s negligent and/or careless acts
and omissions and the failure to protect the PII of Plaintiff and Class Members. It is ﬁnolear
whether Defendant has yet provided notice of the Data Breach to all affected individuals,
and Defendant still maintains as secret the specific vulnerabilities and root causes of the
Data Breach. Plaintiff and Class Members also remain unaware of precisely what
information was accessed and subject to unauthorized activity and for how long. Nearly
two and a half months passed before Defendant noticed Plaintiff and Class Members that
their PII was accessed and acqﬁifed by unauthorized actors leaving Plaintiff aﬁd Cidss
Members exposed, without knowledge or recourse, for the entirety of that time,

8. This PIT was compromised due to Defendant’s negligent and/or careless acts
and omissions and the failure to protect PIf of Plaintiff and Class Members from a
foreseeable cyber-attack.

9. Plaintiff brings this action on behalf of all persons whose PH was
compromised as a result of Defendant’s faiture to: (i) adequately protect the PII of Plaintiff
and Class Members; (i1) warn Plaintiff and Class Members of its inadequate information
security practices; and (iii) comply with industry standards to protect information systems
that contain PII. Defendant’s conduct amounts to negligence and violates federal and state

statutes. Plaintiff seeks, among other things, orders requiring Defendant to fully and

3
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accurately disclose the nature of the information that has been compromised and to fully
and accurately disclose the circumstances under which that information was compromised,
to adopt reasonably sufficient security practices and safeguards to prevent future
unauthorized access, disclosure, and exfiltration, and to destroy information no longer
necessary to retain for purposes for which the information was first obtained from Class
Members.

10.  Following the breach and recognizing that Plaintiff, along with each and
every Class Member, are now subject to the present and continuing risk of identity theft
and fraud, Defendant offered Plaintiff and Class Members credit monitoring and identity
repéir services for twelve months thfough Experian IdenﬁtyWorks. The offered service is
insufﬁcient to protect Plaintiff and Class Members from the lifelong implications of having
their most privaté PII aééessed, acquired; exﬁltrﬁted,,and/or published oﬁto thé intemet. As
oné element of damages, Plaintiff and Class Members Vséek a sum of money sufficient to
provide to Plaintiff and Class Members identity theft protective services for their respective
lifetimes.

11.  Plaintiff and Class Members have suffered injuries as a result of Defendant’s
conduct. These injuries include: (i) lost or diminished value of PII; (ii) out-of-pocket
expenses associated with the prevention, detection, and recovery from identity theft, tax
fraud, and/or unauthorized use of their PII; (iii} lost opportunity costs associated with
attempting to mitigate the actual consequences of the Data Breach, including but not
limited to lost time, and significantly (iv) the continued and certainly increased risk to their

PII, which: (a) remains unencrypted and available for unauthorized third parties to access
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and abuse; and (b) may remain backed up in Defendant’s possession and is subject to
further unauthorized disclosures so long as Defendant fails to undertake appropriate and
adequate measures to protect the PII

12. Defendant disregarded the rights of Plaintiff and Class Members by
intentionally, willfully, recklessly, or negligently failing to take and implement adequate
and reasonable measures to ensure that Plaintiff’s and Class Members’ PII was
safeguarded, failing to take available steps to prevent another unauthorized disclosure of
data, and failing to follow applicable, réquired and appropriate protocols, policies and
procedures regarding the encryption of data, even for internal use. As a result, the PII of
Plaintiff and Class Members was compromised through disclosure to and/or acquisition by
an unknown and unauthbrized’ third party. Plaintiff and Class Members have a continuing
interest in ensﬁring that their information is and remains safe, and th-ey should be entitled
to injunctive and other equitable relief.

II. PARTIES

13,  Plaintiff ScottA Boyd is a citizen of Pflugerville, Texas, who received a Data
Breach notification letter from Defendant dated July 7, 2022.

14.  Defendant Public Employees Credit Union, is a Texas credit union, whose
principal place of business and headquarters are at 306 East 10" St. in Austin, Texas.

15.  The true names and capacities of persons or entities, whether individual,
corporate, associate, or otherwise, who may be responsible for some of the claims alleged

herein are currently unknown to Plaintiff. Plaintiff will seek leave of court to amend this
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complaint to reflect the true names and capacities of such other responsible parties when
their identities become known,
16.  All of Plaintiff’s claims stated herein are asserted against Defendant and any
of its owners, predecessors, successors, subsidiaries, agents and/or assigns.
HI. JURISDICTION AND VENUE
17. This Court has subject matter and diversity jurisdiction over this action under
28 U.S.C. § 1332(d) because this is a class action wherein the amount of controversy
exceeds the sum or value of $5 inillion, exclusive of interest and costs, there are rnorelthan
100 members in the proposed class, and at least one other Class Member is a citizen of a
state different from Defendant to éstablish minimal diversity under 28 U.S.C. §
1332(d)2)(A). |
| 18.  The Western District of Texas has persohél jurisdiction over Defendant
named in this action because Defendant’s principal place of business and headquarters are
in this District and Defendant conducts substantial business in this District.
19, Venﬁe 'i's. “proper in this District under 28 U.S.C. §'1391.(b) because
Defendant’s principal place of business and headquarters are in the Austin Division of the
- _Western District of Texas and a substantial part of the events or omissions giving rise to
Plaintiff’s claims occurred in Austin Texas located in the Western District of Texas.
IV. FACTUAL ALLEGATIONS
Background
20.  Defendant used its internal systems to store and/or share some of Plaintiff’s

and Class Members most sensitive and confidential information, including but not limited
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to names, addresses, email addresses, telephone numbers, dates of birth, Social Security
‘numbers, and financial information (e.g. account numbers, credit or debit card numbers).
Much of this information is static, does not change, and can be used to commit myriad
financial crimes.

21.  Plaintiff and Class Members relied on the sophistication of Defendant to keep
their PII confidential and securely maintained, to use this information for business purposes
only, and to make only authorized disclosures of this information. Plaintiff and Class
Members demand secﬁrity to safeguard their PII.

22.  Defendant had a duty to adopt reasonable measures to protect Plaintiff’s and
Class Membefs’ PII from imfoluntary disclosure to third partiés. |

The Data Breach

23.  According to Notice of Data Breacﬁ letters (“Notice Letter”) Defendant sent
to state Attorneys General, Defendant detected unauthorized activity on its cdmputer
network on April 26, 2022 and subsequently determined that an un&uthorizred person
acces'sed- and 6btained certain files that contained consumer PII; including those of Plaintiff
and the Class.

-24.  Defendant admitted in the Notice Letters that unknown party accessed and/or
acquired documents that contained sensitive information about Defendant’s current and
former customers, including names, addresses, email addresses, telephone numbers, dates
of birth, financial account information (e.g. account numbers, credit or debit card numbers),

and Social Security numbers, and “other” types of personally identifiable information.
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25.  In response to the Data Breach, Defendant claims that it “took immediate
action to contain the incident and began an investigation with the assistance of a
cybersecurity firm,” However, the details of the root cause of the Data Breach, the
vulnerabilities exploited, and the remedial measures undertaken to ensure a breach does
not occur again have not been shared with regulators or Plaintiff and Class Members, who
retain a vested interest in ensuring that their information remains protected. Learning of
this information is especially important considering the sensitivity of the PII involved and
the fact that it remains in Defendant’s custody,
26.  Plaintiff’s and Class Members’ unencrypted information may end up for sale
~ on the dark web, of simply fall into the hands of co.mpanies that will usé the detailed PII
for targeted marketing without the approval of Plaintiff and Class Members. Unauthorized
indiVidudls can easily access the PII of Plaintiff and Class Members.
27.  Defendant did not use reasonable | security procedures and practices
appropriate to the nature of the sensitive, unencrypted information it was maintaining for
| Plaintiff and Class Members, causing their PII to be éxposed.
Defendant Acquires, Collects, and Stores Plaintiff’s and Class Members’ PIT
28, Asacondition ofproviding services to its customers or applicants, Defendant
requires that they entrust Defendant with highly confidential PII.
29. By obtaining, collecting, and storing the P of Plaintiff and Class Members,
Defendant assumed legal and equitable duties and knew or should have known that it was

responsible for protecting the PII from disclosure.
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30.  Plaintiff and Class Members have taken reasonable steps to maintain the
confidentiality of their PII and relied on Defendant to keep their PII confidential and
securely maintained, to use this information for business purposes only, and to make only
authorized disclosures of this information,

31.  Defendant is well aware of its obligations to protect the PII of consumets.
Defendant is similarly well aware that entities like it are regularly subjected to cyber-
attacks that seek to exfiltrate consumer PII for malicious purposes.

32, Defendant acknowledges the need to safeguard consumer PII on its website
which states: “[security and conﬁdf?ntiality are critical components of a financial
instinltioﬁ’s online banking system.” PECU further reassﬁres consumers that it,
*“,..understands the security and privacy issues and concerns involved in an online banking
'envi_ronment.”. And that in is, “...committed to providé safe and secure measures to protect
PECU _rriembers account information and financial transaqtibns...”' Unfortunately for
Plaintiff and Members of the Class, Defendant failed to keep their PII secure and
confidential as it knew it should.

Securing PII and Preventing Breaches

33.  Defendant could have prevented this Data Breach by properly securing and
encrypting the PII of Plaintiff and Class Members. Defendant could have also destroyed

data that it no longer required, especially data from former customers or applicants,

! https://www,pecutx.org/services/c-branch-security/
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34,  Defendant’s negligence in safeguarding the PII of Plaintiff and Class
Members is exacerbated by the repeated warnings and alerts directed to it about protecting
and securing sensitive data.

35. Defendant’s negligence in safegunarding the PII of Plaintiff and Class
Members is further exacerbated by its own knowledge of the likelihood of a data breach,
the need to guard against such attacks, and the consequences to Plaintiff and the Class
resulting from a successful data breach.

36.  Defendant’s own website recognizes the need to protect PII and that entities
like it are a regular target of cyber-attacks:

...recent social engineeﬁng ét‘tacks against two-factor authentication

demonstrate that you can’t rely on technology alone. We have become aware

of several incidents at other institutions in which criminals have tried to
- bypass the protection offered by two-factor authentication. The attacks

employ phishing messages, fake login pages, and persuasive follow-up to

induce the victim to give up an authentication _code.z '

37. Despite Defendant’s-awareness of previous data breaches targeting financial
institutions and the prevalenc_e,of public announcements of data breach and data security
- compromises, Defendant failed to-take appropriate steps to protect the PII of Plaintiff and
Class Members from being compromised.

38.  The Federal Trade Commission (“FTC”) defines identity theft as “a fraud
committed or attempted using the identifying information of another person without

authority.” The FTC describes “identifying information™ as “any name or number that may

be used, alone or in conjunction with any other information, to identify a specific person,”

? https://www.pecutx.org/services/fraud-center/
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including, among other things, “[n]ame, Social Security number, date of birth, official State
or government issued driver’s license or identification number, alien registration number,
government passport number, employer or taxpayer identification number.”

39.  The ramifications of Defendant’s failure to keep secure the PII of Plaintiff
and Class Members are long lasting and severe. Once PII.is stolen, particularly Social
Security numbers, fraudulent use of that information and damage to victims may continue
for years.

Value of PIT

40. Ther PII of individuals remains of high value to criminals, as evidenced by
the prices they will payAthrough the dark weB. Numerous sources cite dark wéb pricing for
stolen identity credentials. For example, personal information can be spld at a price ranging
from $40 td $200, and bank details have a price range of §5 0 to $‘2-00. Experian reports th.at
a stolen credit or debit card number can se_ll'for $5 to $110 on the dark web. Criminals can
also purchase access to entire company data breaches from $900 to $4,500.

"41.  Social Security numbers, for example, are among the worst kind of personal
information to have stolen because they may be put to a variety of fraudulent uses and are
difficult for an individual to change. The Social Security Administration stresses that the
loss of an individual’s Social Security number, as is the case here, can lead to identity theft
and extensive financial fraud:

A dishonest person who has your Social Security number can use it to get

other personal information about you. Tdentity thieves can use your number

and your good credit to apply for more credit in your name. Then, they use

the credit cards and don’t pay the bills, it damages your credit. You may not
find out that someone is using your number until you’re turned down for

11
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credit, or you begin to get calls from unknown creditors demanding payment

for items you never bought. Someone illegally using your Social Security

number and assuming your identity can cause a lot of problems.

42, What is more, it is no easy task to change or cancel a stolen Social Security
number. An individual cannot obtain a new Social Security number without significant
paperwork and evidence of actual misuse. In other words, preventive action to defend
against the possibility of misuse of a Social Security number is not permitted; an individual
must show evidence of actual, ongoing fraud activity to obtain a new number.

43.  Eventhen, a new Social Security number may not be effective. Accdrding to
Julie Fergyson of the Identity Theft Resource Center, “The credit burecaus and banks are
able to link fhe néw number vefy quickly to the old number, sb all of that old bad
information is quickly inherited into the new Social Secuﬁty number.”

44,  Basedon the fo_fegoing, therinformé,tion compromised in the Dafa Breach is
signiﬁcénﬂy more veiluabie than the loss of, for example, credit card information in a
retailer data breach because, there, victims can cancel or close credit and debit card
accounts. The .mfdr}nation'compromised in this Data Breach is impéssible to “close” and
difficult, if not impossible, to change—name, Social Security number, and potentially date
of birth.

45.  This data demands a much higher price on the black market. Martin Walter,
senior director at cybersecurity firm RedSeal, explained, “Compared to credit card

information, personally identifiable information and Social Security numbers are worth

more than 10x on the black market.”

12
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46.  Among other forms of fraud, identity thieves may obtain driver’s licenses,
government benefits, medical services, and housing or even give false information to
police.

47.  The PII of Plaintiff and Class Members was taken by hackers to engage in
identity theft or and or to sell it to other criminals who will purchase the PII for that
purpose. The fraudulent activity resulting from the Data Breach may not come to light for
years.

48, Thefe may be a time lag between when harm occurs ﬁersus when it is
;_ﬁscovered, and also between when P11 is stolen and w_l_mn it is used. According to the U.S.

Government Accountability Office (“*GAO”), which conducted a study regarding data

breaches:

[L]aw enforcement officials told us that in some cases, stolen data may be

held for up to a year or more before being used to commit identity theft.

Further, once stolen data have been sold or posted on the Web, fraudulent \

use of that information may continue for years. As a result, studies that t

attempt to measure the harm resulting from data breaches cannot necessarily f
- rule out all future harm. —

49. " At all relevant times, Defendant knew, or reasonably should have known, of
the importance of safeguarding the PII of Plaintiff and Class Members, including Social
Security numbers, and of the foreseeable cohsequences that would occur if the PII was
compromised, including, specifically, the significant costs that would be imposed on
Plaintiff and Class Members a result,

50,  Plaintiff and Class Members are each now subject to the present and

continuing risk of identity theft and fraud and now face years of constant surveillance of

13
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their financial and personal records, monitoring, and loss of rights. Plaintiff and Class
Members are incurring and will continue to incur such damages in addition to any
fraudulent use of their PIL

51.  Defendant was, or should have been, fully aware of the unique type and the
significant volume of data on its file servers which contained detailed, personal information
on thousands of consumers and, thus, the significant number of individuals who would be
harmed by the exposure of the unencrypted data.

52. Following the breach and recognizing that Plaintiff, along with each and
every Class Member, is now subject to the present and continuing risk of identity theft and
fraud, Defendént offered Plaintiff and Class Members twelve ﬁonths of identity
monitoring services. The offered service is inadequate to protect Plaintiff and Class
Members from the threats théy facé for years to come, pafticularly in light of the PII ét-
issue here.

53.  Moreover, Defendant put_ the burd_en squarely on Plaintiff and Class
Members to enroll in the inadequate monitoring services, among other steps Piaintiff and
Class Members must take to protect themselves. Time is a compensable and valuable

‘resource in the United States. According to the U.S. Bureau of Labor Statistics, 55.5% of.
U.S.-based workers are compensated on an hourly basis, while the other 44,5% are salaried.

54.  According to the U.S. Bureau of Labor Statistics’ 2018 American Time Use
Survey, American adults have only 36 to 40 hours of “leisure time” outside of work per
week; leisure time is defined as time not occupied with work or chores and is “the time

equivalent of ‘disposable income.’” Usually, this time can be spent at the option and choice

14
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of the consumer, however, having been notified of the Data Breach, consumers now have
to spend hours of their leisure time self-monitoring their accounts, communicating with
financial institutions and government entities, and placing other prophylactic measures in
place to attempt to protect themselves, Defendant states its affected current and former
customers to “should always remain vigilant in reviewing your financial account
statements and credit reports for fraudulent or irregular activity on a regular basis,”

55, Plaintiff and Class Members are now deprived of the choice as to how to
spend their valuable free hours and seeks remuneration for the loss of valuable time as
another element of damages.

A56. The injuries to Plaintiff and Ciass Members ﬁere directly and proximately
caused by Defendant’s féilure to implement or maintain adequate data security measures
for the PII of Plaintiff and Class Members. | -

- Defendant Violated the Gramm-Leach-Bliley Act '

57.  Defendant is a financial institution, as that term is defined by Section
509(3)(A) of the Gramm-Leach-Bliley Act (“GLBA™), 15 U.8.C. § 6809(3)(A), and thus
1s subject to the GLBA.

58.  The GLBA defines a financial institution as “any institution the business of
which is engaging in ﬁnangial activities as described in Section 1843(k) of Title 12 [The
Bank Holding Company Act of 1956].” 15 U.S.C. § 6809(3)}(A).

59.  Defendant collects nonpublic personal information, as defined by 15 U.S.C.
§ 6809(4)A), 16 CF.R. § 313.3(n) and 12 C.F.R. § 1016.3(p)(1). Accordingly, during the

relevant time period Defendant was subject to the requirements of the GLBA, 15 U.S.C.
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§8§ 6801.1, ef seq., and is subject to numerous rules and regulations promulgated on the
GLBA statutes.

60.  The GLBA Privacy Rule became effective on July 1, 2001. See 16 C.F.R.
Part 313, Since the enactment of the Dodd-Frank Act on July 21, 2010, the CFPB became
responsible for implementing the Privacy Rule. In December 2011, the CFPB restated the
implementing regulations in an interim final rule that established the Privacy of Consumer
Financial Information, Regulation P, 12 C.F.R. § 1016 (“Regulation P”), with the final
version becoming effective on October 28, 2014.

61. Accordmgly, Defendant’s conduct is governed by the Privacy Rule prior to
December 30, 2011 and by Regulation P afier that date,

62.  Both the Privacy Rule and Regulation P require financial institutions to
provide cu.s.tom‘er.s with an initial and annual privacy notice. Theéé pri%zacy notices must be
- “cléar and conspicuous.” 16 CF.R. §§ 313.4 an_d'313.5; 12 CFR. §§ 1016.4 and 1016.5.
“Clear and conspicuous means that a notice is reasonably understandable and designed to
call attention to the nature anci significance of the information in the notice.” 16 C.F.R, §
313.3(b)(1); 12C.FR.§ 1016.3(b)(1). These privacy notices must “accurately réﬂect[] [the
financial institution’s] privacy policies and practices.” 16 C.F.R. § 313.4 and 313.5; 12
CFR. §§ 10164 and 1016.5. They must include specified elements, including the
| categories of nonpublic personal information thle financial institution collects and
discloses, the categories of third parties to whom the financial institution discloses the
information, and the financial institution’s security and confidentiality policies and

practices for nonpublic personal information. 16 C.F.R. § 313.6; 12 C.F.R. § 1016.6. These
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privacy notices must be provided “so that each consumer can reasonably be expected to
receive actual notice.” 16 C.F.R. § 313.9; 12 C.F.R. § 1016.9. As alleged herein, Defendant
violated the Privacy Rule and Regulation P.

63.  Defendant failed to provide annual privacy notices to customers after the
customer relationship ended, despite retaining these customers’ PII and storing that PIT on
Defendant’s network systems.

64.  Defendant failed to adequately inform its customers that it was storing and/or
sharing, or would store and/or Share, the customers’ PII on an insecure platform, accessible
to unauthorized _parties from the internet, and would do so after the customer relationship
ended. |

 ..65.7 Thé Safeguards Rule, which implements Sectiog SOI(b) of the GLBA, 15
U.S.C. § 6801(b), requires financial institutions to protect thé éecurity, confidentiality, and
integrity of c_ustomer information by_ developing a comprehensive written information
security program that contains reasonable administrative, technical, and physical
safeguards, including: (1) designating one or more employees to coordinaterthe information.
security program; (2) identifying reasonably foreseeable internal and external risks to the
security, confidentiality, and integrity of customer information, and assessing the
sufficiency of any safeguards in place to conitrol those risks; (3) designing and
implementing information safeguards to control the risks identified through risk
assessment, and regularly testing or otherwise monitoring the effectiveness of the
safeguards’ key controls, systems, and procedures; (4) overseeing service providers and

requiring them by contract to protect the security and confidentiality of customer
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information; and (5) evaluating and adjusting the information security program in light of
the results of testing and monitoring, changes to the business operation, and other relevant
circumstances. 16 C.F.R. §§ 314.3 and 314.4. As alleged herein, Defendant violated the
Safeguard Rule.

66.  Defendant failed to assess reasonably foreseeable risks to the security,
- confidentiality, and integrity of customer information.

67.  Defendant failed to adequately evaluate and adjust its information security
prograin iﬁ light of the previous data breach, changes to its business operatio-n, and other
relevant circumstances, including the heightened cyber-attaglg risk environment.

| 68.. Defendant violate;d the GLBA and its own policies.and procedures by sh;aring
| _the PII ,-of' Plaintiff and Class MemBers with a non—afﬁliated third party without providing
| Plaintiff and Class Members (a) an opt-out n.(.)ticela.nd (b) a reasonable opportunity to opt
out bf such disclosure.

Plaintiff’s Experience

69. | In or about 2016, Plaintiff Boyd used PECU’s se-rvi'ces to acquire an auto
loan. In connection with his loan application, Mr. Boyd was required to provide highly
- sensitive information to Defendant, including his Social Security number and financial
information,

70.  On or about July 7, 2022, Plaintiff Boyd learned of the Data Breach via a
notice from Defendant that informed Plaintiff Boyd that his name, financial information,
and Social Security number had been compromised. Plaintiff Boyd was surprised that his

PII had been acquired by a cyber-attacker in the Data Breach because he had long since
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paid off his loan and did not believe there was any reason for PECU to continue to maintain
his PII.

71.  Plaintiff is particularly concerned about the fact that his Social Security
number was obtained by a cyber-attacker because he is an employee of the federal
government and the misuse of his PII or the theft of his identity could result in his being
unable to perform his regular work activities.

72.  After learning of the Data Breach, Plaintiff Boyd spent time dealing with the
' éonsequences 'of the Data Breach, which includes time spent verifying the legitimacy of
the Data Breach, researching identity theft protectipn services, signing up for the identity
fnonitoring service defailed in the Notice Letter, self—mbnitoring his ﬁnanciai accounts, and
monitoring all services oﬁ a regular basis. This time has been lost forever anci cannot be
recaptured.. -

73. Plainﬁiff has also noticed an increase in the number of _spam emails he
receives that began following the Data Breach. Plaintiff believes these to be related to the
bata Ereach dﬁe to the timing and as the emails are ofteﬁ solicitations for banking services,
like those offered by Defendant.

74.  Additionally, Plaintiff Boyd is very careful about sharing his PII. He has
- never knowingly transmitted unencrypted PII over the internet or any other unsecured
source. Plaintiff Boyd stores any documents containing his PII in a safe and secure location
or destroys the documents. Moreover, he diligently chooses unique usernames and

passwords for his various online accounts.
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75.  Plaintiff Boyd suffered actual injury in the form of damages to and
diminution in the value of his PII—a form of intangible property that Plaintiff Boyd
entrusted to Defendant as a customer, which was compromised in and as a result of the
Data Breach.

76.  Plaintiff Boyd suffered lost time, annoyance, interference, and inconvenience
as a result of the Data Breach and has anxiety and increased concerns for the loss of his
privacy. This is compounded by the fact that Plaintiff is a federal government employee
and ény misuse of his PII would cause signiﬁcant interferénce with his ability to perform
his work.

77. | Plaintiff Boyd has suffered imminent and impending injury arising from the
substantially increased risk of fraud, identity theft, and misuse resﬁlting from hié PII,
especially his Social Security ﬁll-mber, in combination with his name being pla.ced iﬁ .the
hands of qriauthorized third-parties and pqssibly criminals.

78, Plaintiff Boyd has a coﬁtinuing interest in ensuring that his PII, which, upon |
- information and belief, remains backed up in Defendant’s possession, is protected and
safeguarded from future breaches.

V.  CLASS ALLEGATIONS

79.  Plaintiff brings this nationwide class action on behalf of himself and on
behalf of all others similarly situated pursuant to Rule 23(b)(2), 23(b)(3), and 23(c)(4) of
the Federal Rules of Civil Procedure.

80.  The Class that Plaintiff seeks to represent is defined as follows:
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All individuals residing in the United States whose PII was accessed and/or acquired

by an unauthorized party as a result of the data breach reported by Public Employees

Credit Union on or about July 7, 2022 (the “Nationwide Class™).

81.  Excluded from the Class are the following individuals and/or entities:
Defendant and Defendant’s parents, subsidiaries, affiliates, officers and directors, and any
entity in which Defendant has a controlling interest; all individuals who make a timely
election to be excluded from this proceeding using the correct protocol for opting out; any
and all federal, state or local govermnents including but not limited to their departments
agencies, divisions, bureaus, boards, sections, groups, counsels and/or subdivisions; and
all judges assigned to hear any aspect of this litigation, as well as their immediate fe_tmily
members and staff. |

82, Plaintiff reserves the right to modify or amend the definition of the proposed
 class before the Court determines Whether certification is appropriate. |

83.  Numerosity, Fed R. Civ. P. 23(a)(1): The Nationwide Class (the “Class”)
is so nufnerous that joinder of all members is impracticable. Defendant reported to the
Attorney General of Indiana that mere than 28,000 individuals were affected by the Date
Breach.?

84. Commonality, Fed. R. Civ, P. 23(a)(2) and (b){3): Questions of law and

fact common to the Class exist and predominate over any questions affecting only

individual Class Members. These include:

3 See htlm ffwww 1. gov/ atlorneygeneral/consumer-protection-division/id-the fi-prevention/files/Data-Breach-year-
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a. Whether and to what extent Defendant had a duty to protect the PII of
Plaintiff and Class Members;

b. Whether Defendant had a duty not to disclose the PII of Plaintiff and Class
Members to unauthorized third parties;

¢. Whether Defendant had a duty not to use the PII of Plaintiff and Class
Mem‘bers for non-business purposes;

d. Whether Defendant failed to adequately safeguard the PII of Plaintiff and
Class Me"mbers; |

e. When ]?fafendant actually learned of the Data Breach;

f. Whether Defendant adequately, ﬁrémptly, and accurately infdrméd Plaintiff
.a1_1'cl Class Members that their PII had been compromised; |

g; Whether Defendarit violated the law by failing to pr.omptly notify Plaintiff
and Class Members that their PII had been compromised;

h. Whether Defendant failed to implemenf and maintain reasonable security

procedures énd pi;actices appropriate to the nature and scope of thé

information compromised in the Data Breach;

Whether Defendant adequately addressed and fixed the vulnerabilities

which permitted the Data Breach to occur;

Whether Defendant engaged in unfair, unlawful, or deceptive practices by

failing to safeguard the PII of Plaintiff and Class Members;

k. Whether Plaintiff and Class Members are entitled to actual, damages,

and/or statutory damages as a result of Defendant’s wrongful conduct;
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[ Whether Plaintiff and Class Members are entitled to restitution as a result
of Defendant’s wrongful conduct, and

m. Whether Plaintiff and Class Members are entitled to injunctive relief to
redress the imminent and currently ongoing harm faced as a result of the
Data Breach.

85.” Typicality, Fed. R. Civ. P. 23(a)(3): Plaintiff’s ciaims are typical of those
of other Class Members because all had their PII compromised as a result of the Data
Breach, due to Defendant’s misfeasance. |

86. Policies Generally Applicable to the Class: Tl}%s class action is also
appropriate forrcertiﬁrcation because. Defendant has acted or refused to act on grounds
ge.nerally applicable to the Class, thereby requiring the Court’s imposition of uniform relief
torensure compatible standards of conduct toward the dass Members and making final
injunctive relief appropriate with _réspect to the Class as a whole. Defendant’s policigs'
challengéd herein apply to and affect Clasé Members uniformly and Plaintiff’s challenge
of these poI’icies.hinges on Defendant’s conduct with respect to the Class as a whole, not
on facts or law applicable only to Plaintiff.

87.  Adequacy, Fed. R. Civ. P. 23(a)(4): Plaintiff will fairly and adequately
represent and protect the interests of the Class Members in that they have no disabling
conflicts of interest that would be antagonistic to those of the other Members of the Class.
Plaintiff seeks no relief that is antagonistic or adverse to the Members of the Class and the

infringement of the rights and the damages they have suffered are typical of other Class
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Members. Plaintiff has retained counsel experienced in complex class action litigation, and
Plaintiff intend to prosecute this action vigorously.

88.  Superiority and Manageability, Fed. R. Civ. P. 23(b)(3): The class
litigation is an appropriate method for fair and efficient adjudication of the claims involved,
C;ass action treatment is superior to all other available methods for the fair and efficient
a&judication of the controversy alleged herein; it Wﬂi permit a large number of Class
_ Members to prosecute their common claims in a single forum simultaneously, efficiently,
and'without the unnécessary duplication of evidence, effo'rt,.and expense fhat hundreds of
in@ividual actions would require. Class action treatment will permit the adjudication of
relativ‘ely médest claims by certain Class Members, who could not individually afford to
litigate a Cbmplex claim against large corp_oratilons? like Défendant. .Further, even for tﬁose
Class Members who could afford_to litigate such a claim, it would still be economically
impractical and impose a.burden on the courts.

89.  The nature of this action and the nature of laws available to Plaintiff and
Class Memﬁers make the use of the class action device ra particularly efficient and
appropriate procedure to afford relief to Plaintiff and Class Members for the wrongs alleged
because Defendant would necessarily gain an unconscionable advantage since it would be
able to exploit and overwhelm the limited resources of each individual Class Member with
superior financial and legal resources; the costs of individual suits could unreasonably
consume the amounts that would be recovered; proof of a common course of conduct to
which Plaintiff were exposed is representative of that experienced by the Class and will

establish the right of each Class Member to recover on the cause of action alleged; and
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individual actions would create a risk of inconsistent results and would be unnecessary and
duplicative of this litigation.

90,  The litigation of the claims brought herein is manageable. Defendant’s
uniform conduct, the consistent provisions of the relevant laws, and the ascertainable
identities of Class Members demonstrates that there would be no significant manageability
problems with prosecuting this lawsuit as a ciass action.

91. ‘Adequate notice can be given to Class Members directly using information
maintained in Defendant’s records.

92, Unless a Class-wide injunctibn__%s issued, Defendant may continue in its
failure to properlﬁr secure the PII of Class Merﬁbers, Defendant ma'y continue to act
unlawfully as set fortﬁ in this Complaint, |

03,  Further, Defendant has acted or refused to act. on grounds generally
applicable to the Cléss and, accordingly, final injunctive or corresponding declaratory relief
with regard to the Class Members as a whole is appropriate under Rule 23(5)(2) of the
Federal Rules of Civil Procedure. |

94.  Likewise, particular issues under Rule 23(c)(4) are appropriate for
certification because such claims present only particular, common issues, the resolution of
which would advance the disposition of this matter and the parties’ interests therein. Such
particular issues include, but are not limited to:

a. Whether Defendant owed a legal duty to Plaintiff and Class Members to exercise

due care in collecting, storing, using, and safeguarding their P1I;
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© b. Whether Defendant breached a legal duty to Plaintiff and Class Members to
exercise due care in collecting, storing, using, and safeguarding their PII,

¢. Whether Defendant failed to comply with its own policies and applicable laws,
regulations, and industry standards relating to data security;

d. Whether an implied contract existed between Defendant on the one hand, and
Plaintiff and Class Members on the other, and the terms of that implied confract;

e. Whether Defendant breached the implied contract;

| f. Whether Defendant adequately and accurately iﬁformed Plaintiff and Class
Members that their PII had be@p compromised,;

g. Whether Defendant failed to irﬁplement and maintain reasonable security
procedures and practices appropriate to the nature and scopé of the infonnétion
compromised in the Data Breach,;

h. _ Whether Defendant engaged in unfair, unlawful, or deéeptive practices by failing
to safegﬁard the PII of Plaintiff and Class Members; and,

i. Whether Plaintiff and Class Membérs are entitled to actual damages, statutory
damages, and/or injunctive relief as a result of Defendant’s wrongful conduct.

VI. CAUSES OF ACTION

FIRST CAUSE OF ACTION
NEGLIGENCE

95." Plaintiff fully re-alleges the aforementioned paragraphs and the below

paragraphs as if fully enumerated herein.

96.  Plaintiff brings this cause of action on his own behalf and that of the Class.
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97.  As a condition of being customers of Defendant, Defendant’s current and
former customers were obligated to provide and entrust Defendant with certain PII,
including their names, addresses, email addresses, telephone numbers, dates of birth,
financial account numbers, and Social Security numbers.

98.  Plaintiff and the Class entrusted their PII to Defendant on the premise and
with the understanding thét Defendant would safeguard their information, use tﬁeir PII for
business purposes only, and/or not disclose their PII to unauthorized third parties.

99.  Defendant has full knowledge of the sensitivity of the PII and the types of
harm that Plaintiff and thf:_ Class could and would suffer if the PII were w:gngfully
disclosed. o

100. Defendant knew or reasonably should have known that the failure to exercise
due care in the collecting, storing, and using of the PII of Plaintiff and the Class involved
" an unreasonable risk of harm to Plaintiff and the Class, even if the harm occurred through
the criminal acts of a third party.

~101. Defendant had a duty to exercise reasonable care in safeguarding, securing,
and protecting such information from being compromised, lost, stolen, misused, and/or
disclosed to unauthorized parties. This duty includes, among other things, designing,
maintaining, and testing Defendant’s security protocols to ensure that the PII of Plaintiff
and the Class in Defendant’s possession was adequately secured and protected.

102. Defendant also had a duty to exercise appropriate clearinghouse practices to

remove former customers’ PII it was no longer required to retain pursuant to regulations.
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103.  Defendant also had a duty to have procedures in place to detect and prevent
the improper access and misuse of the PII of Plaintiff and the Class.

104. Defendant’s duty to usc reasonable security measures arose as a result of the
special relationship that existed between Defendant and Plaintiff and the Class. That special
relationship arose because Plaintiff and the Class enirusted Defendant with their
confidential PII, a necessary part of being customers of Defendant. |

105. Defendant was subject to an “independent duty,” untethered to any contract
between Defendant and Plaintiff or the Class.

106. A b‘r‘?ach of security, unauthorized access, and resultihg‘j__lrljury to Plaintiff
and the Class was reason'abiy foreseeable, particularly in light of Defendaﬁt’s inadequate
security practices. | |

167. Plaintiff and the Class were the foreseeable and probable victims of any
inadequate security practices and procec_iures. Defendant knew or should have known of
the inherent risks in collecting and storing the PII of Plaintiff and the Class, the critical
importance of providiﬁg adequate security of that PII, and the necessity for éncrypting PII
stored on Defendant’s systems,

108. Defendant’s own conduct created a foreseeable risk of harm to Plaintiff and
the Class. Defendant’s misconduct included, but was not limited to, its failure to take the
steps and opportunities to prevent the Dat_a Breach as set forfh herein. Defendant’s
misconduct also included its decisions not to comply with industry standards for the

safekeeping of the PII of Plaintiff and the Nationwide Class, including basic encryption
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techniques freely available to Defendant and failing to delete PII it no longer had a
reasonable business need to maintain.

109.  Plaintiff and the Class had no ability to protect their PII that was in, and
possibly remains in, Defendant’s possession,

110.  Defendant was in a position to protect against the harm suffered by Plaintiff
and the Class as a result of the Data Breach.

111.  Defendant had and continues to have a duty to adequately disclose that the
PII of Plaintiff and the Class within Defendant’s possession might have been compromised,
how it was compromised, and precisely the types of data that were compromised and when.
Such notice was necessary to allow Plaintiff and the Class to take steps to prevent, mitigate,
and repaii‘ any identity theft and the ffaudulent use of their PII By third parties,

112, Defendant had a duty to employ proper procedures to prevent the
unau'thofized dissemination of the PII of Plaintiff and the Clasé.

113, Defendant has admitted that the PII of Plaintiff and the Class was wrongfully
lost and discl.osed to unauthorized third persons as a result of the Dvata B-reach.

114; Defendant, through its actions and/or omissions; unlawfully breached its
duties to Plaintiff and the Class by failing to implement industry protocols and exercise
reasonable care in protecting and safeguarding the PII of Plaintiff and the Class during the
time the PII was within Defendant’s possession or control.

115.  Defendant improperly and inadequately safeguarded the PII of Plaintiff and
the Class in deviation of standard industry rules, regulations, and practices at the time of

the Data Breach.
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116. Defendant failed to heed industry warnings and alerts to provide adequate
safeguards to protect the PII of Plaintiff and the Class in the face of increased risk of theft.

117.  Defendant, through its actions and/or omissions, unlawfully breached its
duty to Plaintiff and the Class by failing to have appropriate procedures in place to detect
and prevent dissemination of its current and former customers’ PII.
| 118.  Defendant breached its duty to exercfse appropriate clearinghouse practices
by failing to remove former customers’ PII it was no longer required to retain pursuant to
regulations.

119. Defendant, through its actions and/or omissions, unlawfully breached its duty
to adequately and timel;} disclose to Plaintiff and the Class the existence and Scope of the
Data Breach. | |

120. But for Defendant’s Wrongfﬁl and negligent breach of duties owed to
J Plaintiff and the Nationwide Class, the PIT of Plaiﬁtiff and the Class Would_ not have been
compromised,

121, There is a close causal connection between befendant’s failure to implement
s;acurity measures to protect the PII of Plaintiff and;he Class and the harm, or risk of
imminent harm, suffered by Plaintiff and the Nationwide Class. The PIT of Plaintiff and the
Class was lost and accessed as the proximate result of Defendant’s failure to exercise
reaéoﬁable care in safeguarding such PII by adopting, Vir.nplementing, and maintaining
appropriate security measures.

122.  Additionally, Section 5 of the FTC Act prohibits “unfair . . . practices in or

affecting commerce,” including, as interpreted and enforced by the FTC, the unfair act or
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practice by businesses, such as Defendant, of failing to use reasonable measures to protect
PII. The FTC publications and orders described above also form part of the basis of
Defendant’s duty in this regard.

123. Defendant violated Section 5 of the FTC Act by failing to use reasonable
measures to protect PII and not complying with applicable industry standards, as described
in detail herein. Defendant’s conduct waé particularly unreasonable given the nature and
amount of PII it obtained and stored and the foreseeable consequences of the immense
damagés that would result to Plaintiff and the Class.

124, Defendant’s violation of Secfr_ion 5 of the FTC Act constitutes negligence.

125. befendant’s duty to use reasonable security measureé also arose under the
. GLBA, under which Defendant was required to protect the security, cénﬁdentiality, and
integrity of customer informatidn by developing a comprehensive written information
security pergram that contains reasonable administrative, ‘;eéhnical, and physical
sa’feguardsT

126.  Defendant violated the GLBA, its- Privécy Rule and/or Regulation P, and its
Safeguards Rule by (a) failing to provide ar_mual privacy notices to customers after the
customer relationship ended, despite retaining these customers’ PII and storing and/or
sharing that PII on Defendant’s internal systems that were inadequately secured and
accessible to unauthorized third~paﬂiés from the intemet, (b) failing tg adequately inform
its customers that it was storing and/or sharing, or would store and/or share, the customers’
PII on such an insecure platform and/or system, (c) failing to assess reasonably foreseeable

risks to the security, confidentiality, and integrity of customer information, (d) failed to
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adequately (1) test and/or monitor the system where the Data Breach occurred and (ii)
update and/or further secure its data security practices in light of the heightened risk
environment.
127.  Defendant’s violation of the GLBA, its Privacy Rule and/or Regulation P,
and its Safeguards Rule constitutes negligence.
128.  Plaintiff and the Class are within the class of persons that the FT'C Act‘ and
the GLBA were intended to protect.
129. The harm that occurred as a result of the Data Breach is the type of harm the
FTC Act was intended to guard ag_ainst. The FTC has pursued enforcement actions agai_gst
busiﬁesses, which, as a result of their failur.e to employ reésonable data security measures
and avoid unfair and deéeptive practices, caused the same harm as that suffered by Plaintiff
and the Class. The GLBA, with its Privacy Rule, Regulation P, and Safeguardé Rule, was
similarly intended to guard against harms such as the hqrm that occurred as a result of the
Data Breach.
130. As adirect and proxi_maie result of Defendant’s negligence, Plaintiff and the
Class have suffered and will suffer injury, including but not limited to: (i) actual identity
theft; (ii) the loss of the opportunity of how their PII is used; (iii) the compromise,
publication, and/or theft of their PTI; (iv) out-of-pocket expenses associated with the
preveqtion, detection, and recovery.fror-n identity theft, tax f?aud, and/or unauthorized use
of their PII; (v) lost opportunity costs associated with effort expended and the loss of
productivity addressing and attempting to mitigate the actual and future consequences of

the Data Breach, including but not limited to efforts spent researching how to prevent,
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detect, contest, and recover from tax fraud and identity theft; (vi) costs associated with
placing freezes on credit reports; (vii) the continued risk to their PII, which remain in
Defendant’s possession and is subject to further unanthorized disclosures so long as
Defendant fails to undertake appropriate and adequate measures to protect the PII of
Plaintiff and the Class; and (viii) future costs in terms of time, effort, and money that will
be expended to preverit, detect, contest, and repair the impact of the PII con;liaromised as a
result of the Data Breach for the remainder of the lives of Plaintiff and the Class.

131.  As adirect and proximate result of Defendant’s negligence, Plaintiff and the
Class have suffered and will continue to suffer other forms of injury ap_d/or harm,
including, but not limited to, aﬁxiety, emotioﬁal distress, loss of privacy, and other
£conomic andr non-economic losses.

132. Additionally, as a direct and proximate result of Déféndant’s negligence,
Plaintiff and the Class have suffered and will sgf'fer the continued risks of exposure of their
PII, which remain in Defendant’s possession and is subject to further unauthorized
disclosures so long as Dgfeﬁdant fails to undertake appropriate and adequate measures to
protect the PII in its continued possession.

SECOND CAUSE OF ACTION
BREACH OF IMPLIED CONTRACT

133.  Plaintiff fully re-alleges the aforementioned paragraphs and the below

paragraphs as if fully enumerated herein,
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134, Defendant required Plaintiff and the Class to provide their personal
information, including names, Social Security numbers financial information, and other
personal information,‘as a condition of being customers of Defendant.

135,  As a condition of being customers of Defendant, Plaintiff and the Class
provided their personal and financial information. In so doing, Plaintiff and the Class
entered 'i"ntoAiAmplied contracts with Defendant by which Defendan‘e eg‘reed to safeguard and
protect such information, to keep such information secure and confidential, and to timely
and accurately notify Plaintiff and the Class if their data had been breached -and
compromised‘p'r stolen. _

136.  Plaintiff and the Class ﬁﬂly performed their obligations under.the implied
confracts with Defendant.

- 137. Defendant breached the implied contracts it ﬁlede with Plaihtiff and the Class
by failing to safeguard and protect their personal and financial information, including by_ '
failing to implement basic encryption techniqﬁes freely available to Defendant and failing
to delete PII it no .longer had a reasonable business need to maintain, end by failing to
provide timely and accurate notice to them that personal and financial information was
compromised as a result of the data breach.

138.  As a direct and proximate result of Defendant’s above-described breach of
implied contract, Plaintiff and the Class have suffered (and will continue to suffer) ongoing,
imminent, and impending threat of identity theft crimes, fraud, and abuse, resulting in
monetary loss and economic harm; actual identity theft crimes, fraud, and abuse, resulting

in monetary loss and economic harm; loss of the confidentiality of the stolen confidential
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data; the illegal sale of the compromised data on the dark web; expenses and/or time spent
on credit monitoring and identity theft insurance; time spent scrutinizing bank statements,
credit card statements, and credit reports; expenses and/or time spent initiating fraud alerts,
decreased credit scores and ratings; lost work time; and other economic and non-economic
harm;

THIRD CAUSE OF ACTION
INVASION OF PRIVACY

139, Plaintiff fully re-alleges the aforementioned paragraphs and the below
paragraphs as if fully enumerated herein.

. .140.. . Plaintiff and the Class had a legitimate expectation of privacy to their PII and
were entitled to the protection of this information against disclosure to unauthorized third
partiés.

. 141. -. Defendant owed a duty to its current and former customers, including
Plainitiff and the Class, to keep their PII contained as a part thereof, confidential.
-142.  Defendant failed to protect and released to unknown and unauthorized third
patties the PII of Plaintiff and the Class.

143." "Defendant allowed unauthorized and unknown third parties access to and
examination of the PII of Plaintiff and the Class, by way of Defendant’s failure to protect
the PIL

144, The unauthorized release to, custody of, and examination by unauthorized

third parties of the PII of Plaintiff and the Class is highly offensive to a reasonable person.
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145. The unauthorized release to, custody of, and examination by unauthorized
third parties of the PII of Plaintiff and the Class is of no legitimate concern to the public.

146. The intrusion was into a place or thing, which was pﬁvate"'aﬁd is entitled to
be private. Plaintiff and the Class disclosed their PII to Defendant as part of the current and
former customers’ relationship with Defendant, but privately with an intention that the PII
would be kept confidential and would be protecfed from unauthérized disclosure. Plaintiff
and the Class were reasonable in their belief that such information would be kept private
and would not be disclosed without their authorization.

147.  The Data Breach at the hands of Defendant constitutes an intentional
intérference with Pllaintiff’s and the Class’s interest in solitude or sec[usion, either as to
their persons or as to tﬁeir private affairs or concerns, of a kind that would be highly
offensive Vto a reasonable person, |

148. Defeﬁdant acted with a knowing state of mind when it permitted the Data
Breach to occur because it was with actual kndwledge that its information security practices
were inadequate and insufficient. |

149, Because Defendant acted with this knowing state of mind, it had notice and
knew the inadequate and insufficient information security practices would cause injury and
harm to Plaintiff and the Class.

150. Asa prqximate result of the above‘ a-cts and omissions of Def@ndant, the PII
of Plaintiff and the Class was disclosed to third parties without authorization, causing

Plaintiff and the Class to suffer damages.
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151, Unless and until enjoined, and restrained by order of this Court, Defendant’s
wrongful conduct will continue to cause great and irreparable injury to Plaintiff and the
Class in that the PII maintained by Defendant can be viewed, distributed, and used by
unauthorized persons for years to come. Plaintiff and the Class have no adequate remedy
at faw for the injuries in that a judgment for monetary damages will not end the invasion
of privacy for Plaintiff and the Class.‘ |

152.  Asadirect and proximate result of Defendant’s invasion of privacy, Plaintiff
and the Class aré entitled to recover actual, consequential, and nominal damages.

FOURTH CAUSE OF ACTION
BREACH OF CONFIDENCE

153.  Plaintiff fully re-alleges the a_forementioned paragraphs and the below
paragraphs as if fully enumerated herein.

154 ,At all times during Plaintiff’s and the Class’s interactions with Defendant,
Defendant was fully aware of the c_dnﬁdent'ial and sensitive nature of Plaintiff’s and the )
Class Members’ PII that Plaintiff and the Class provided to Defendant.

155.  As.alleged hérein and above, Defendant’s relationship with Plaintiff and the
Class was governed by terms and expectations that Plaintiff’s and the Class Membetrs’ PII
Would be collected, stored, and protected in confidence, and would not be disclosed to
unauthorized third parties.

156. " Plaintiff and the Class provided their PII to Defendant with the explicit and
implicit understandings that Defendant would protect and not permit the PII to be

disseminated to any unauthorized third parties.
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157.  Plaintiff and the Class also provided their PII to Defendant with the explicit
and implicit understandings that Defendant would take precautions to protect that PII from
unauthorized disclosure.

158. Defendant voluntarily received in confidence the PII of Plaintiff and the
Class with the understanding that PII would not be disclosed or disseminated to the public
or any unauthorized third pérties.

159. Due to Defendant’s failure to prevent and.avoid the Data Breach from
occurring, the PII of Plaintiff and the Class was disclosed and misappropriated to
unauthorized third parties beyond Plaintiff’s and the Class Members’ confidence, and
With011t their express permission. |

160. Asa dire_ct and proximate cause of Defendant’s actions and/o_r omissions, -
Plaintiff and the Class have suffered damages.

161.  But for Defendant’s disclosure of Plaintiff’s and the Class Members® PII in
violation of the parties’ understanding of confidence, their PII would not have been
compromised, stolen, viewed, accessed, and used by unauthorized third parties. The Data 7
Breach was the direct and legal ¢cause of the theft of Plaintiff’s and the Class Members® PII
as well as the resulting daniages. )

162.  The injury and harm Plaintiff and the Class suffered was the reasonably
foreseeable result of Defendant’s unauthorized disclosure of Plaintiff’s and the Class
Members’ PII. Defendant knew or should have known its methods of accepting and

securing PII was inadequate as it relates to, at the very least, securing servers and other

equipment containing Plaintiff’s and the Class Members’ PII.
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163.  As adirect and proximate result of Defendant’s breach of its confidence with
Plaintiff and the Class, Plaintiff and the Class have suffered and will suffer injury,
including but not limited to: (i) actual identity theft; (ii) the loss of the opportunity how
their PII is used; (ii1) the compromise, publication, and/or theft of their PII; (iv) out-of-
pocket expenses associated with the prevention, detection, and recovery from identity theft,
tax fraud, and/or ;Iﬁauthorized use of their PII; (v) lost opportunity cos-t.s associated with
effort expended and the loss of productivity addressing and attempting to mitigate the
actual and future consequences of the Data Breach, including but not limited to efforts
spent researching how to prevent, detect, contest, and recover from tax fraud and identity
theft; (vi) costs associated with placing freezés on credit reports; (vii) the c.ontinued ﬁsk to
_ their PII, which reméin in Defendant’s possessidn and is subjeét to further unauthorized
discloéures so long as Defendant fails to undertake appropriate and adequate measures to
protect the PII of current and former customers; and (viii) future costs in terms of time,
effort, and money that will be expended to prevent; detect, contest, and repair the impact
of the PII compromised 'as a result of the Data Breach for the remainder of fhe lives of
Plaintiff and the Class.

164. As a direct and proximate result of Defendant’s breaches of confidence,
Plaintiff and the Class have suffered and will continue to suffer other forms of injury and/or
harm, including, blﬁ not limited to, anxiety, emotional distress, loss of pﬁvacy, and other

economic and non-economic losses,
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VII. PRAYER FOR RELIEF
165. WHEREFORE, Plaintiff, on behalf of himself and Class Members, requests
judgment against Defendant and that the Court grant the following:

A. For an Order certifying the Class and appointing Plaintiff and his Counsel to
represent the Class;

B.V For equitable relief enjoining Defendant from engaging in the wrongful conduct
complained of herein pertaining to the misuse and/or disclosure of the PII of

" Plaintiff and Class Members, and from refusing to issue prompt, complete, any

accurate disclosures to Plaintiff and Class Members; |

C. For injunctive relief reﬁ_uested by Plaintiff, including but not limited to;
iﬁjunctive and other equitabie relief as is necessary td protect the interests of
Plaintiff and Class Members, including but not limited to an ordet: |

" a. prohibiting Defendant from engaging in the wrongful and unlawful acts
described herein;

b; requiring Defendant to protect, including through eﬁcryption, all data
collected through the course of its business in accordance with all
applicable regulations, industry standards, and federal, state or local
laws;

c. requiring Defendant to delete, destroy, and pLu;ge the personal
identifying information of Plaintiff and Class Members unless

Defendant can provide to the Court reasonable justification for the
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retention and use of such information when weighed against the privacy
interests of Plaintiff and Class Members;

d. requiring Defendant to implement and maintain a comprehensive
Information Security Program designed to protect the confidentiality
and integrity of the PII of Plaintiff anq Class Members;

. prohibiting Defendant from maintaining the PII of Plaintiff and Class
Members on a cloud-based database;,.

f. requiring Defendant to engage independent third-party security
auditors/penetration testers as well as internal security personnel to
conduct festing, including simulated attacks, penetration tests, énd
audits on Defendant’s systefns on a periodic basis, and ordering
Defendant to promptly correcf any problems or issues detected by such
third-party security auditors;

_g. requiring Defeﬁdant to engage independent third-party security auditors
and internal personnel to tun automated sécurity monitoring;

h. requiring Defendant to audit, test, and train its security personnel
regarding any new or modified procedures;

i. requiring Defendant to segment data by, among other things, creating
firewalls apd access controls so that if one area of Defendant’s network
1s compromised, hackers cannot gain access to other portions of

Defendant’s systems;
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J.

requiring Defendant to conduct regular database scanning and securing
checks;

requiring Defendant to establish an information security training
program that includes at least annual information security training for
all employees, with additional training to be provided as appropriate
based upon the employee? respective responsibilities with handling
personal identifying information, as well as protecting the personal
identifying information of Plaintiff and Class Members;

requiring Defendant to routihely and continvally conduct internal

training and education, and on an annual basis to inform internal

security personnel how to identify and contain a breach when it occurs

and what to do in response to a breach;

. requiring Defendant to imjﬁlement a system of tests to assess its

respective employees’ knowledge of the education programs discussed
in the preceding subparagraphs, as well as randomly and periodically

testing employees compliance with Defendant’s policies, programs, and

'systems for protecting personal identifying information;

requiring Defendant to implement, maintain, regulatly review, and
reyise as necessary a threat fnanagement program designed to
appropriately monitor Defendant’s information networks for threats,
both internal and external, and assess whether monitoring tools are

appropriately configured, tested, and updated;
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o. requiring Defendant to meaningfully educate all Class Members about
the threats that they face as a result of the loss of their confidential
personal identifying information to third parties, as well as the steps
affected individuals must take to protect themselves;

p. requiring Defendant to implement logging and monitoring programs
sufficient to trac;l; traffic to and from Defendant’s servers; and for a 7:
period of 10 years, appointing a qualified and independent third party
assessor to conduct a SOC 2 Type 2 attestation on an annual basis to
evaluate Defendant’s compliance with the terms of the Court’s final
judgment, to provide such réport to the Coﬁrt and to counsel for the
class, and to report any deficiencies with compﬁance of the Court’s final
judgfnent; |

'D. For an award of damagés, including actual, nominal, statutory, and
consequential damages, as allowed by law in an amount to be determined;
E. For an award of attorneys’ _feers, costs, and litigation expenses, as allowed by
law;
F. For prejudgment interest on all amounts awarded; and
G. Such other and further relief as this Court may deem just and proper.
VIIL. JURY TRIAL DEMAND |

Plaintiff hereby demands that this trial be tried before a jury.
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Respectfully submitted,

/s/ Joe Kendall

JOE KENDALL

Texas Bar No. 11260700

KENDALL LAW GROUP, PLLC

3811 Turtle Creek Blvd., Suite 1450
Dallas, Texas 75219

214-744-3000 / 214-744-3015 (Facsimile)
ikendall@kendalllawgroup.com

Gary M. Klinger _
MILBERG COLEMAN BRYSON
PHILLIPS GROSSMAN PLLC
227 W. Monroe Street, Suite 2100
Chicago, IL 60606 ,
Phone: 866-252-0878

Email: gklinger@milberg.com
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